Chapﬁe.r 30: MySQL Administration

.30.1 MHSQL Server Confi‘quraﬁon'

% The MySQL server can be customized using configuration settings.
% Configuration controls the behavior, performance and security of the server.
¥ Proper configuration ensures stobility, efficiency and reliability.
* MﬂSQL reads conﬁ.guraﬁon settings from option ﬁies at startup.

Key Features :

™ Control memory usage, connections and caching.
E Mww.ge s{:ora.ge engines and data directories.
!Zf Enable .’.os&ms, re,oﬁcaﬁ.m and securif& opﬁons.
M TLU'I.B Ferfarme fof' di:ﬁ‘erﬂﬂ.f Wﬂrk!mds.

Common Configuration Areas : Better Performance

Area Description

Server Se.i'.fblﬁs Port, connections, timeouts, character set, etc.

Me.mcrb- Seﬂ:&lﬂs Buﬁer size, cache size, sort buﬂ&r , etc.

Sfora.ge. Seffﬁ'l.gs Data dire.cforH, fog direcfory, ﬁem.P d.irecfory, etc. Securify

Lossin.& Seffings Error log, gen.eral l.os, slow query 103, etc.

Replication Settings Bi.na.rg log, server—id, relay log, etc.

Secw':'.fy Sef:ft}tgs User authentication, eccess control, SSL, efc.

.30.2 Configurafim Files .

* MHSQL reads conﬁgumﬂon options from opﬁm fmg.cnf) ﬁ.".e,s
¥ The location of these ﬁie.s dgpmd.s on the o,oe.ra.fhg .sy.sfe.m.
% You can have muﬂﬁp!’.e opfion ﬁf.e..s 2 MSSQL reads them in o .speciﬁc order.

Default Locations of Option Files :

Ope,m.fbtg SHsfem Defmdf Location .
Linux / Unix /etc/my.cnf, /etc/mysql/my.cnf, ~/.my.cnf Fle Locak:
Windows C:\ProgramData \MySQL\MySQL Server X.X\my.ini

C:\mb;.r'.ml (:'.f exists)
mac0S f'efc/mﬁ.cnf, /u.sr'f'local/efc/my.mf
All Sbr.stem.s ~/.my. cn.f (user sFecLﬁc options )

Order of Reading :

' /etc/my.cnf /eﬁc/mﬂsc;i/mg.mf '-/.mﬂ.cnf Extra ﬁias
|
(global) 1 = l (global) ) s sag | 77| ot Sl
Key Points : @h

Changes in canﬁﬁum.fion ﬁiea require server restart to take eﬁcecf.
You con override saﬂ:l'ng.s in later ﬁ-l'.es

Use ‘m&_prmé_defauifs* commond to view loaded conﬁsumﬁon.
Always keep a backup before modifying configuration files.
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.30.3 Server Vari.o.bl.e.s.

¥ Server variables control the behavior of MHSQL server.
* TheH can be d.sna.rmc fc.ﬁ.a.nge ot runtime) or stotic frec;uire restart) .
*¥ Voriables con be Global (nﬁecﬁs entire server) or Session (a,‘ﬁ“e.cf.s current session) .

THpes o_f Server Variables :

THFE

De.scrll.‘pﬁm

Global Variables

Aﬁ‘uﬁ the entire f"‘fblSQL server (nstance.
&Mﬁedmlusaﬁcecﬁsm connections .

Session Voriables Aﬂ‘;ml'.' ﬂn.lﬁ the current session.
Cﬁanged value a..ﬁ'ecés ﬂﬂlbl current conneckion |

DHHMW:C Variables | Can be nhn.nﬂed'. af runtime .
No server restart required.

Static Variables

Cmbﬂn‘l.uﬂaianlﬂ&lmﬁjumﬂmﬁiﬁ
Require server restart to take eﬁwﬁ.

Points :

Examles:

‘%

-- View all server variables
SHOW VARIABLES;

- View o sPeci.ﬁc variable
SHOW VARIABLES LIKE 'max_connections’;

== View global value
SHOW GLOBAL VARIABLES

LIKE ‘max_connections';
-- View session wvalue
SHOW SESSION VARIABLES

LIKE 'max_connections';
-~ Set global variable (dgm.mw)
SET GLOBAL max_connections = 500;

-~ Set session variable
SET SESSION sql_mode = 'STRICT_ALL_TABLES';

KR EEE [E

Use SHOW VARIABLES to view variables.
Use SET GLOBAL to dmn.ﬂs 3!',05«11 dynmmc variables .

Use SET SESSION to change session variables.

Stabic variables must be changed in configuration fils.
Changes to global variables do not affect current sessions.

30.4 Status Variables
@ -@

¥ Status varicbles Fmvide &Lfnrmﬁm about the current server n.chvd.& and Farfamwws.

*mSmrmd—onl&mdmmwfhsefmmal%.

e quui for mniﬁnrhﬁ- MHSQL server,
Examples of Status Variables :

Examples :

-~ Show all status variables

SHOW STATUS;

-~ Show a sloecf.ﬁ-: status variable

SHOW STATUS LIKE ‘Uptime’;

-~ Show Mﬁgpf.e stafus variables

SHOW STATUS LIKE ‘Threads_%';

Varizhle Name Description
Uptime Time since the server started (in seconds) .
Threads_connected Current number of open connecions.
T‘u‘;ﬂ.d.i_rumting Currtnﬂ_g exe-w.ﬁn.g threads .
Questions Total number of queries execuled.
Slow_queries Number of slow queries.
Bytes_senl Total number of bytes sent fo clients.
Byles_received Total number of bytes received from clients.
Innodb_buffer_pool_reads Number of physical reads from disk (InnoDB).

-~ Check slow queries count

Key Points :

SHOW STATUS LIKE 'Slow_gueries';

A

M Use SHOW STATUS fo monifor server a.nb.le
[ Stotus variables help in performance tuning and troubleshooting.
[V Values are reset when the server restarts.
M Monitor fug metrics like uplbn&, threads, queries and sfnw_.g_uzri.e.s.

SEWEI‘" Va.rmbl’.e

MHSQJ'_ Server

Status Info




.30.5 SHOW VARIABLES ;

¥ SHOW VARIABLES is used to d:.spﬁ:\tj the current value of MHS@L server vartables.
¥ Varicbles can be Global or Session scope .
e Uszful for database administrators and deveio'aers.
Sy Examples : ﬁ
'S N | -- Show all variables
SHOW VARIABLES; -- Show all veriables SHOW VARIABLES;
. ! : ~~ Shiwe vocibls mabaking patem
SHOW VARIABLES LIKE ‘poftern'; =-- Show variables malching patler I
" SHOW VARIABLES LIKE '‘max_%';
SHOW GLOBAL VARIABLES; -- Show all global variables —- Show o specific variable
SHOW SESSION VARIABLES; o= Bhour il sasiion varsabise i b o iy
L J | == Show glabot variablas
SHOW GLOBAL VARIABLES;

Common Voriables and Description : -~ Show session variables

Varsabla: Nowa Descrﬁpém SHOW SESSION VARIABLES;
max_connections Moximum number of client connections allowed .
hmd!:_buffer_lpool_size Size of the buffer Poo[ for InneDB .
query_cache_size Size of the query cache.
sql_mode SQL mode for parsing and validation..
wait_& : Tquhsemd.sﬁowa&faruﬁvﬂ&mam-hﬁerndﬁm

= th:oﬂ..

defa.uli_siomﬁe._msm Defauf.f sfornse. enst'.ne for new tables.
Keg Points :

(M Use SHOW VARIABLES to view current onn.ﬁ.surnﬁm values .

[ Use LIKE clause to fd.f;ar s'usr.t.fm variables .

[ Global variables nﬁec{ the entire server; Session variables nﬁecé only current session.
g Variable changes may require server restart (if stabic) to take effect.

'30.6 SHOW STATUS

# SHOW STATUS is used to d:cslohy the current server status Enfarmn.éioa_
¥ Status values are read-only . Exu.mEh.s:
#* Helps in mn&.oring Fea.formm and server ad:m.ﬁg o e it Gl i
* Usafu.l far lrw.bf.a.shaofms and Ferfarmmaa i:um.ns. SHOW STATUS;
SH&*GX . -= Show s.oecr.fl.c stotus variable
SHOW STATUS; ne Shor all slabis: variables e ek il o
i -- Show stafus variobles malching patfern
HOW STA KE ° ' -= Show stafus
| SHOW STATUS LIKE ‘pattern’; ow matching pattern SHOW STATUS LIKE * %, Show Status
Common Status Variables and Description : s B
[ Status Variable Description /\r.
Uptime Tine since the server started (in seconds).
Threads_connected Current number nf open conneckions . =
Threads_running Number of threads that are not sleeping. Monitor Performance
Queries Total number of queries execufed .
Slow_gqueries Number of slow gueries.
Bytes_sent Total number of bytes sent to clients, O
Bytes._received Total number of bytes received from clients. A
I L= _read tal number of rows read fr InnoDB Tl linch
Key Points :

R&sufnrly menitor ksb- metrics like Uptime, T}umd.s_mms, S[aw_:;uarie.s. Opm

M Use SHOW STATUS to monitor server uﬁvﬁfg and Perfarmma.
M Values help in Mﬁhﬁ bottlenecks and issues.

%

[ Status values are reset when the server restarts.




30.7 MySQL Logs

%* Hﬂmtmiﬁw@puofbgsbmrdemﬁswﬂwﬂﬁﬁm.

E 3 Lugs hdp in d.ebu&sﬁ'lﬂ, Puformmce h.uu‘ng, recovery and au.diﬂns.
¥ You can enable or disable logs based on requirements.

THP&S qf HHSQL Loss : HOW ED 'ﬁew LOSE Loca.tian
Log Type Description Purpose SHOW VARTABLES LIKE 'log_error';
Ervor L Eswm'.smsmrs,wunﬁngs Trwﬂ;shnaﬁnﬂnndmmdamtg w-Ermlgsﬁlg
o9 |
and startup/ shutdown | server issues.
i 5 SHOW VARIABLES LIKE 'general_log¥';
General Query Log | Records all client requests. Debugging and auditing. -~ General query log settings
Records queries that take more , SHOW VARIABLES LIKE ‘slow_ _log®’;
Slow GQuery Log bhan o qpesifio ona: Performance tuning. -swgurylog :
== Slow query fo3 seﬂ‘an.g.s
. T T
i Ruconds changen o k. 1 e SHOW VARTABLES LIKE ‘log_bin%';
Bmlos r\emurg. p 9
. -- Buta.ry Log seﬂutﬂs
Relay Log P | e G by i)
master in replication. Keﬂ Poinks :
Records in InnoDB ( ; dois |
Redo Log b:fmmm by g | Crash recovry and durablily (A Logs are essential for monikoring
’ : and troubleshooting .
Records before~i. data .
Undo Log “,ﬁ”: i Transackion. rollback and MVCC. [ Enable only required logs to
= = avoid nyormm z.mpa.cf
Baolls # Bikabli: Loge, (Esomplan) o 2‘3““; U il Ml il
log files.
s E:.M.g Gmemlmiﬂuerg Log View Lu& Status fEmmF[cs) : E- A ket -“';ﬁp ent disk
SET GLOBAL general log = 'ON';
~ Enable Slow Query Log SHOW VARIABLES LIKE 'general_log';| space. for lags.
SET GLOBAL slow_query_log = "ON'; SHOW VARIABLES LIKE 'slow_.query._log';
ST QUM long. goiry Brms =25 =< i dhems | | wirtastes LK "log_bin';
-~ Enable Binary Log
SET GLGBAL ll-ﬂs—.&lﬂ- - 'ONJ; SHW UARMES LIKE .IJ;?_SPTW‘.;
30.8 Error Log
o ®
*#¥ The Error L03 records errors, w:nhgs and hfomﬂonﬂl messages .
¥ It is the most unporfmf. log for' troubleshooting M&SQL server LSSues.
¥ It is enabled by defo.ui.‘..
:I!offrr'orLo&: ViewErmrLosLocaﬁan:
Informakion Details SHOW VARIABLES LIKE 'log_error’;
Starfup Messages MySQL server start, version, 05 details efc. <= Reburns the error log fils path
Shutdown Hﬂs-u.ses MySQL server shutdown mﬁﬂm&m.
= : : b o EMJEPI‘B EI'I'W l’.og Eflf-ﬂf &
il access denied, ebe. 2025-05-10T10:15:23.456789Z 0 [Notel Starting MySQL
ing M Pmil G, 4 fe ' 2025 05' mnaquéo;;;mzz 1 [Note] InnoDB: Initialiration
Warning Messages i . i . ‘ :15:23. ote 8
InnoDB initialization, recovery, chackpoint 2025-05-10T10:15:24 1234562 1 [Warning] CA cerbificate
i g 49 informabion. ca.pen is self signed.
— — 2025-05-10T10:16:10.987654Z 12 [ERROR] Access denied for
lication Messages | Replication and status.
e : ks user ‘root'@'localhest’ (using password: YES)
Other Information General server events and activities. 2025-05-10T10:17:05.3456782 15 [Note] Shutdown complete.

Common Error Log Uses :

Key Points :

¥ Identify server startup or shutdown problems.

¥ Find ervors in queries and conneckions .

¥ Check disk issues, permissions, and configurakion problems.
® Mk sglicalion. ‘wii TnsDB shubss,

(M Always check the error log first when troubleshooting.
gkegular[s review the error log for warnings and errors.

(4 Ensure the log file does not grow beyond available disk space.
(M You can change the log file location in my.cnf.

Error Log

Troubleshoot



.30.9 General QuerH Log J

% The General Query L03 records oll client re_qu,e.sf:.s ond statements

received 53 the MgSQL server , LOG
¥ It is useful for debugging, auditing and monitoring. =
¥ The l'.ag includes all querties, re.ga.rdie.s.s af execution time. Qu.er3 Los
How to Enable General Qur‘q Log : View General Qu.e.rh- Log Location :
- Enable General Querg Log SHOW VARIABLES LIKE 'general_log'; -~ Status (ON/OFF)
SET GLOBAL = = 'ON': L B i

A gt Leg ; SHOW VARTABLES LIKE 'log_output'; - Oulput (FILE/TBLE)|  py

-~ (Optional) Write log lo o file SHOW VARIABLES LIKE ‘general_log_file'; -~ Log file path

SET GLOBAL log_output = 'FILE';
SET GLOBAL general_log_file = 'C:/mysql/logs/generol_query.log';

-~ Disable General Query Log Example - General Query Log Enlries :
SET GLOBAL general_log = 'OFF'; ( ;
L 103 ) Time f_os En.‘:.ry
2025-05-10T10:15:23.456789Z | Connect root@localhost on using TCP/IP
2025-05-10T10:15:23.456912Z | Query  SHOW DATABASES;
2025-05-10T10:15:23.457123Z | Query USE college;
Keg Points : 2025-05-10T10:15:23.457345Z | Query  SELECT ™ FROM students;
B P oy o syl | | 2025-05-10710:15:23 4577892 Quit e
M Useful for debugging, audiking and tracking application behaviar-. Ty
EMMQW%}E&,WMMW - -
[/ Disable after use in produckion environments. [
L )
T

.30.10 Slow Query Log .

% The Slow Query 1'.03 records gu,erizs that take !mger than o s.oed.fu'.ed time
ﬂong_gwa_éim) to execute .
* It helios I.dm."::.:fa Perfarmm bottlenecks in the database.

%* Uniy laﬂ.g-rmn.t'.ns guzn'.a.s are ias‘?ed.

How teo Enable Slow QuerH f_ﬁs : View Slow QWS Log Location :

w=iCocha Sy Loy SHOW VARIABLES LIKE 'slow_query_log'; -- Stabus (ON/OFF)

S5V SUL sy = OV SHOW VARIABLES LIKE ‘long_gquery bime'; == Tima threshold

~ 5k B fin wcoMle) s N gurias ond. fojged SHOW VARIABLES LIKE 'slow_guery_log_file'; -- Log file path

SET GLOBAL fm.g_guus_ﬂme - 2; - eg., 2 seconds

- Write log to file

SET GLOBAL log_output = 'FILE'; Example -~ Slow Query Log Entries :

SET GLOBAL slow_guery log_file = 'C:/mysgl/logs/slow_query.log'; Time %ws #ndc &;‘ Rou:l.s soL @

-- Disable Slow Qu.ers Los s yne

SET GLOBAL slow_query_log = 'OFF'; 2025-05-10T10:20.46 1234567 | 3.215 | 0.000 | 1500 | 25000 ﬂi"m"”’*“' 5
= SELECT * FROM logs WHERE

2025-05-10T10-21:47 6543212 | 5.782 0.001 /] 125000

eranled_of < '202¢-01-00';

Notes :

Key Points :
Y T e e e I8 gy, apiian Gk wndh Bl spcifiud s G|
% Lower values increase log size. [ Helps in performance tuning and query optimization.
% Review slow queries regularly and optimize. O Adjust long—quary-time. carefully.

[ Loge log files may impact disk space.

(4 Monitor and clean logs regularly.




.30.11 Bina.rH Log :

% The Binary Log (Binlog) records all changes to daka (INSERT, UPDATE, DELETE, DOL).
¥ It is essential for ref:-UJ:a.f.r'.nn., Fo&\i—h—ﬂme recovery and a.u.d.tf.ms
% Binlog is enabled by defoult in most MySQL insballations.

How to Enoble Binary Log : View Binary Log Status and Locakion :

-~ Enable Binary Log SHOW VARIABLES LIKE ‘log_bin'; - Check if enabled

SET GLOBAL log_bin = 'ON'; SHOW VARIABLES LIKE ‘log_bin_basename'; -~ Binlog file name

- Set binary log file name SHOW VARIABLES LIKE 'binlog_format';  -- Binlog format

SET GLOBAL log_bin_basename = 'mysql-bin’; SHOW BINARY LOGS; -~ List all Binlog files

—- Set binary log format (STATEMENT / ROW / MIXED) | | SHOW MASTER STATUS; - Current binlog. status

SET GLOBAL binlog_format = ‘ROW’; SHOW VARIABLES LIKE 'expire_logs_days'; -~ Auo purge sebting BinbiinTiine
-~ (Optional) Expire binary logs automatically Recovery
SET GLOBAL expirt_n'.oss_daﬁs = 7; Exa.mp[z = B;.fW‘H Lo& Files : C

-- Disable Binary Log

Log Fle Name File Size Last Modified

SET GLOBAL log_bin = 'OFF';

- mgsql-hh.ﬂﬂﬂl‘}ﬂi 12 4 MB 2025-05-10 10:15:22

Kzﬂ Points :
e ; : = ) | mysql-bin.000002 | 11.8 MB | 2025-05-10 12:45:30

m BU'l.LDS is r.-.gul.rld for repf.l.:u.fwn and ba.cku‘o

(4 It records dafa-changing statements. mysql-bin 000003 | 9.6 MB | 2025-05-11 09:20:11

m' Use ROWformnffnrbeﬁ:rdmﬁacms&hn@y.

o Keep binlog size under conbrol and purge old logs.

O Ensure sufficient disk space for binlog files.

.30.12 MHSQL Server Moniforinlq'

E 3 Moniéoring helps in Eraab.n.s performance, resource usage and server health.
% It helps in identifying bottlenecks and potential issues.
¥ MySQL provides built-in tools and performance schema for monitoring.

Tools fnr Morliﬁon'-nﬂ: Common Moniforing Melrics
Tool / Mebhod Descriphion ([ CPU Usage
SHOW STATUS Vo cinvier ibakite: ARablE. M Memory Usage
SHOW PROCESSLIST View current connections and running quertes. g Disk Us‘nsn
Pu-formm Schema Detailed Pe.r-ﬁnnn.rma and instrumenfation data . Iz- Gu&ry Pe.rf
MySQL Enterprise Monitor Advonced monitoring and alerting fool. B S Quesic
Sys Schema. Provides useful views for monitoring. M Threads
Third-parky Tools Percona Monitoring, Zabbix, Prometheus, Grafana. O Replication Status
Useful Commands for Monitoring : Example - Key Metrics (Sample OQutput) : /\/
rsmw STATUS: == All status variables Variable Name Value Description . l
SHOW STATUS LIKE ‘ThreadsX'; == Thread relofed stafus Uplime B6%00 | Server running bime (in seconds) ;
SHOW STATUS LIKE 'Com_X'; == Commond stabisbies Threads _connecled 35 Current open conneclions A.l'lﬂl\l,!élc&
SHOW STATUS LIKE ‘InnodbX'; == InnoDB stabus Threads_running 3 Currently cunning threads ~
SHOW PROCESSLIST; <= Current munning gquesins Gusefions 152395 | Tolal queries emscalad ‘
SHOW VARTABLES LIKE ‘max_connechions'; -- Max eonneckions Slows_quarias 12 Totl slow queries
Innodb_buffer_pool_reads | 123% | Disk reads for InnoDB
Com_salack 120345 | Tolal SELECT commands Alerts
Keﬂ Points :
M Regular moniforing ensures belter performance and reliability.
(A Track key mebrics and set alerts for critical issues. Tp : i o ;
Automate tools like Prometheus + Gra
[ Use Performance Schema for delailed insights. Y -y g
MMRM1WMMSW dotabase . @ “Pﬂm‘“'[’m“'ﬁw‘dﬂtM*’M alerts.
A Monitoring helps in capacity planning and problem resolution.




.30.13 Managinﬂ Connections .

% MySQL handles multiple client connections. 0
% Proper connection monagement improves performance and security. '
M You can view, conbrol and limik ‘connschions. Connections
Vit Bilaal innaclinne. En'a.m'dz - SHOW PROCESSLIST Uu.fp.nf i
(e Deschipbian FE Nl =
SHOW PROCESSLIST; fﬂ":‘"’ Aol e 5 | root | locathost | NULL | Steep | 20 | wurL
. SELECT * FROM Morikor
SHOW STATUS LIKE . 8 (| L poak locathost | testdb 0 :
Th hadieid’ Number of currently open connections. Query executing users;
SHOW STATUS LIKE Maximum number of connecktions 9 |appuser |192.168.1.10| shop ers 2 sorting | SELECT + FROM o
Mol mnasbine's | wsed atnes sicw adact, result | orders; ﬁ
Control Connections : Important Stobus Variables : Manage
- Kill o connschion by I ’ Variable Dascrigbion
KILL 8; Threads_connected Current number of open conaections.
== Kdl all connections of a user Threads_runring Number of threads that are not sleeping.
KILL USER 'appuser'@®@'%'; T e T Maximum number of conneckions used. Swd:s‘
" IR ety ra e appiiongs Mo conmiacbions Maximum ollowed client connections
SET GLOBAL max_connections = 200; - : -
e St wak b Cin ) Connection_errors_internal | Inbernal connection errors.
SET GLOBAL wait_timeout = 28800; Aborted _connects Foiled conneckion atixmpls.
Ke:f_ Points : Server
& Monitor connections regularly using SHOW PROCESSLIST.
[ Set max_connections according to server capacily.
M Kl idle or long-running connections if required .
| g PmPer conneckion mn.nn.smmﬁ I..I'!'I,P'Dvu suu.r;.fbt and Pufnrmnu.
30.14 MqSQL Service Mcma.qemenf:
Lo & Ao @
E MsSQL runs as a service (doemon) (n the bm:k&round o
% Service management commands vary by 0S. Pl
% Used to start, stop, restart and check status of MySQL server. v
Windows (Using Services or Command Prompt) : Linux (Using systemetl) : mac0S (Using brew services) :
-~ Start MySQL service [ = S sl e -~ Start MySQL service
net start MySQL8O sudo systemctl start mysql brew services start mysqgl Start / SEOP
-~ Stop MySQL service -~ Stop MySQL service -~ Stop MySQL service e
sudo systemcll stop mysql (= . i =
ek ity MREECD _ - Restart MySQL service Wi W?I r/
-- Restart HESQL service sudo. systamcll: castork mysdl -~ Restart HbuSQL service Richok
net stop MySQL8O <= Check MySQL service sbabus brew services restart mysgl )
net start MySQL8O sudo systemctl stabus mysql -~ Check MySQL service status EE
-= Check MySQL service status -~ Enable MySQL service af boot Biaw Semiies: it
| se uery WSQLBO sudo systemctl enable mysql &
Check Service Status Examples :
0s Command Description
Windows se guery MSSQLSO Shows service status (RUNNING / STOPPED)
L trawx sudo systemctl sﬁnbasmgsql Shmsdehﬂadmmwioss Reho.bu[iég
mac0S brew services list Lists HSSQL service and ibs stabus
Keﬂ Points : Common Issues & Solutions :
[ Ensure MySQL service is running before connecting. o Service won't start —> Check errer log and configuration.
[ Enable service af boot for automabic start. * Access denied = Run commands with administrabor/root privileges.
ff Service management helps in stability and high availabilily. o Savies net fond => Check inslallabion and sarvics name.




